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October 20, 1953

XOIE BY THE EXECUTIVE SECRETARY
to the
NATIOBAL SECURITY COUNCIL
o
COMMINICATIONS BBCURETY (COMIEC)

Pursuant to 2 Presfdentisl dfrective af Ootober 24, 1952, a
; ccamitiae OF the Natiopal Security Council for cemm Matiers
sosposed of the Secrstoxies of Btate and Defenss, and Lncluding for
Yais purpose; the Secretery of the Tressury, the Attorney Genersl
and the Chairman, Atosie Energy Comminsion; advised by the Director
of Central Intelligence, have this dute approved the enclosed directive
mmmaecttwntrm;aﬂadofcmm

Accordingly, tha enclosure i trausmitted herewith tor imple-
mentation by all appropriste sxecutive departments and agencies of
the U. 8. Government for & txrial period of cne ysar. Parsuant to
paragraph 1-b of the enclosure the Secretaries of fitate, Defense
and the Treasury, the Director, Pedersl Buresu of Investigatiom,
$he Secretaries of ithe Army, the Ravy and the Afr Force, the Director
af ths Mational Security Agenoy and the Atomic Fuergy Commission are
boing requested to designate vepreésentatives for the United States
Comamicetions Security Board {UBCEB).

JAMES B. 1XY, Jr.
Bxacutive Secretery

g¢t The Becretary of the Treasury
Yhe Attorney Gensral
The Director, Federsl Buresu of Investigation
The Becretaxy of the Army
The Becretary of the Navy
The Secreiury of the Ay Force
The Director of Central Intelligence
The Dirsctor of the National Becurity Agency
The Atoaic Easxrgy Commission

OPS TS Contl No. 60 -0560

Copy Number_ &
Page _JS@ ot & [ Pages




DOCID:

3978804

Gotobar 20, 1953

HATICNAL SECURITY COUNCIL DIRROTIVE
24
COMMUNICATIONS SECURITY
The Presidential directive of Ootober 94, 19%2:
&. Siated that the security of Federsl comsumnications (COMSEC)

is & national responsibility, amd that COMSEC policies snd procedures
must be integrated 20 as o enable the various depurtments and agencies

of tha Jovernment o couperate sffectively in such matters and to satisly

legitimate vequiremanta for the security of their messages;

Designated the Sacretaries of State and Defense as & Special
Mﬁm of the Nationsl Security Council for COMSEC Matisrs, to
eptablish such policies relating to COMBEC as will achieve the meximum
gecurity of Fedexal telecommunicstions, and to keep tho Fresident
advised of such pollicies through the Executive Becretary of the
Netional Security Council#: and

2. Diregtsd the fipectal Committee of the W50 to prepare and
issue in tha COMEEC fisld directives whiah wills

#FThe Frasldent in spproving this directive also &ivectsd that the

- Attorney Genersl shall be & mewbar of the Special Commliisc vhenevar
metters of intevest to the Federal Buresu of Invastigation ave befora
that Comwitiee. In accordanse with the President’'s ingtructiong
regarding the normal opexwticn of the Counsil, the heads of depart.
ments and agencies not represaentsd on the Bpeclal Cowanitiea, ghall
alep perticipate we members of the Special Commitier vhenaver metters
of dirvect interest do thalr respeotive agencies are before that
Committiee.

(3} Rescind the Executive Onder of July 3, 1945 entitlsd
"Cryptographls Security with Hespect to Certain Commmications
aft the Gawmuent“"

(2; Zetablish s United States Commnications Securdity Board
(UsCcEB) responsibls for integrating policies snd procedures
affacting the sacurity of ¥ederal telscommunicaticns.

{3) Provide Zor the establishment of appropriste respon-
sibilities and avthorities to ssswre within the various dspert.-
ment; and agencles of the (overnment, among othex things:

The Grder was olassified snd was nob published in the Federal Register,

~~ It was yescinded by the Fresident on Ostober 20, 19%3.
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{/a High and wniform standards of coomamications sacurdty;
4b) Effective cooperation in COMSEC matters betwacn

e ts and aganaies conserned;

Ea} The adaqundy of the cryptographic systemn used;

, 4) Coordination of COM3EC problems, perticularly policies
with regpeot to foreign goverrments)

. {e) Batisfaction of legitimate requiremsnts for the
gecurity of talecommunications.

Pursuant to the foregoing and to the provisiens of Sestion 101 and
Section P11 of the Metionsl Becurity Act of 1904T, ss amended, the Speciel
Committas ‘of the National Security Counci) for COMIEC herehy suthorizes
aad directs ss follows:

1. The United States Communieations Sesurity Boexd (USCSB)s

: 8. Thers is hersby established the United Blates Communicatlons
Becurity Board (USCHB). hereipafier referred to as the Board, vhich
sball be & body aeling for and wmder the aforesaid Special Comnitice
sofl shall sperate in accordance with the provisicus of this Dirvective
w2l any other divectives which may be Lssued by tho Bpecicl Comitiee.

b. The Board shinl) be domposed of one représentative of each of
the foliowing:

The Sewrotary o Btate

The Becretary of Defense

The Secretsry of the Treasury

The Myector, Federsl Bureasn of Investization

The Secratary of tha Army

The Becxeltary of the Nuvy

The Seeretary of the ALy Forqe

Tae Dixector of Jentral Inteliligence
{9} The Diveotor of the Neticnul Security Agency
{10) The Atomic Baerpy Cassission

2. Under the suihority of the Specdal Ocmdttes it shull be the
responsibility of the Boards

{1) 7To integrate policies and procedures affecting the
security of Federal telecommuicstions;
{(2) To estadliish broad policles necessary 01

(2) Iisure nigh and wifora standards of OMBEC within

the various depertoents and agencies of the Government.
(b} TIostitute snd waintein effective sooperstion fu

COMBEC mmtlers among the departmnts and sgencies concerned.

{s) Achieve the muximun prectieadle degree of security
of Fedevsl telecosmunicstions.

{4} satiery legitimate requiremcnts fér the security
of telecomounications of the depavtments and sgencies.
- {s) Gulde the relations of the U. 8. Goversment with
foreign governments sud internationsl crgsnizations in QOMSEQ
matters.

{£) Ouide the aciions to be taken by the Executive Agent
in COMIEC mattera.
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{3} %o spprove the long-range plans for scemmmications

{k} To sdvise the Bpecial Coemittee with rempect to COMIRO
policy matters decided by tho Board and meks recommendatlons as
sppropriate. _

{5} To stuly the COMSNC standards and practices of suy
departacat or sgency in the field of COMIEC and meke reccosmends-
tions s necessary to insure compliance with the directives of
the Bouwrd in this rield.

4. The Soard shall elect L% own Chalmen from emong its mesborship.

e. The Board shall have a siaff headed by an srecutive ssoretary
who shall be eppointed by the (hatrwen with the approval of & mejority

£, ‘Tos Board sholl meet at the call of the Chalrmen or at the
request of any mewber, and shell detersine iis cwn procedures smibjlect
0 the provisions of this directive.

5+ The Board shall vesch its dscislons by majority vote. The
Divector, Nationsel Security Agency, will have no vote in matters
involving appeals froa bis own decisicns. In the event that the
Board votes and yeaches a decision, sny disscoting macher of the
Hosrd mey appeal from such decision. Buch appeal must be sade within
15 days %0 the Special Cosmitiec. In tho event that the Board vrtos
and Tails to peach » decision; any membor of the Board mey appesl to
tha Specinl Committes and such appeal wush be made within 15 days of
the inconclusive vote. In elther event he fpecial Committes shall
réview the mabter, snd 1ts datermination thercon shell be final.
Appeals by the Director of BMSA, or by ths reprassutative of any of
the Mliitery Departmants, shall he £iled ealy with the spprovad. of
tha Secratary of Jeldaca.

h. To astion shall be teken with respect %o any satier forning
the subject of an appeal until the appoal is decidsdy provided thad,
1f the Secretary of Defense dstoxminas, sfter ccusultation with the
gearetary of Stats {and the Attorney General and the besds of ether
dapextmonts snd sgencles as appropriats), fhat the subject matter
gresents a problen of an emergency naturs and requires Lmmediate
action, his decision shall govera, pending the vesult of the sppeal.
In such sn emergeaay situation the aypeal may ha teken directly to
the Pragident by the Spectal Cosuities.

4. ¥he Board shall Invite the head of any department ex agendy
not Yepreseuted on the Boaxd to designate » repressntabive to particl-~
pate with the Board in consideration of meticrs of direct interest %o
such & departawnt o agenay, 10 the end that the coomuniceticns
security needs of such depertwents apd agencies may bs cousidared;
and heads of depertwments and sgencies not represented on the Board
may present, through the Executive Becretary of the Bosxd, communt-
sations security satiters for cousideration by the Noard.

,g_.' Dapariacots or sgeacies aot yepresented on the Board mey

appsal. Trom decisions of the Joard in the mamer prescribed for
departments and agencies represcuted on the Board.
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The Dwm of Defeansa 1% beredby dasigosted as Hxecutive
o:l’ tha (overnment for all COMBEC matbters.

b, As Zxecutive Agent, the Deperiment of Defense is sharged
with the sdssion ofi

(1) Providing centralized, over-all cognizsuce of the
measures necegsary o wovide and assure the adequacy of tha
COMSER teehniques end muteriels wsed by the Governwmant;

{2} Yormulstiog Cor the Bosrd imtegrated techoical smd
operating policies, progrems, aod long-reage plsns reguired
0 meintain nigh snd unifeoem standards 0 ensurs the sequrdly
of Federnl telscopmmpicetions; and

{3} Providing advies and recommendetions on any sapect
of the £ield of COMSEQ.

¢. As Bxeoutive Agent the Department of Defense is espowered
to teke action within policies and procedures established by the
Poard, in all GOMSED matiers affecting the depariments sod sgenales
of the Government s bowever, thal whers exception to ita
action s mede by mmtmwshpnhmtorwmﬂeadw
Bractor of an mw outside of the Dapsrtment of Defonse, such
excaptions shall be yrefeyred to the Scard. Pending Board xeview,
if the epartment of Defense determines thal the sublect matier
presents a probles of an smrgency nature and requives fmmediste
astien it may refer the makicr to the Spesial Comnittes for
$mnadiate decision,

4. Subject ¢ the specific provisicns of this Directive pnd
mibsequent divectives issued by competsut autherity, the Director
of the ¥atlonal Securiiy Agency shall act fur the Executive
in 81l COMSEC metters sed forth in subpevagrophs (1) through {13)
balow and sy ¢thars which may e specified by tha Special Coomdttes
#r the Board. With respoct to the Military Depsrtments, the Directos,
WA, will pexform bis functitme wnder the jimmediste divection of ﬂw
qunt Ghiets of Btaff. Thus, 1o the fields of eryptossourity, tvens-
xission security, phyeieal gecurity, wnd ebver and decsption, it shall
be the responsibllity of the Mrector, RNBA:

{1} %o pevievw and apgrova, or, in the shaenca of apprcved
propbsals, 1o prescribe the eryploprinciples incorporated nr to
be incorporated in any telecomamications equipnents and systems
snd in sny COMAEG eguipments and systoms wwed by the departmonta
and ypancles of the Joveragent.

{2} To review sud spprove, sr, in the absance of spproved

sals, ¢ prescrida eryplosacurity rules; regulations, and

stvuctions spplicebles to the sparation snd wse of any rypto-

sguf; ta apd systems snd of any COMBEC squipnonts and systems.

3} To perforam tachnical auslysis of Federal telecoumundi~
sations Tor the purpose of determining the degrea of COMIEC
baing provided by the wyptoprimi;gles, matarials snd procedures
wtilized by the dapsrtments wod sgencies sn vell as the effect
o COMIEC of the sosmwnleations procsdures snd pracstices slso
paing vtilived; makine arreogopsnts as sppropriate to obtain
the materiel required for such anelysis. (Bes parmgraph 3-a-{2}.)
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{k) To reviev and svaluate commmications procedures develuped
hy the departmmts snd agencies to determine whather such proce-
dures will provide and maintsin tracsmission sscurlty; and o
rocommand revisicns and additionel rules and procedures as requived.
To accomplish this the Director, N34, mey perform technical avelyses
of Yederal telecompninicetions end shall meke the natassary arvange-
genta vith the depertacaots snd agencies to obbadn the materis)
requived for snalysis. {Bea parsgrsphs 3-a-{1) and -(2}.)

{5) - In cellaboration with the departumcnts sod agencles sa
appropriste, to prescrlibe mintmm standords for the physicad
aemm!.w of eryptometarial.

{€) In solleborstion with the depertmente spd agencies, to
assist in the preparation of asd to review tho coammmieations
portions of all ecver snd deception plasus. To formulste and
pramlgate the basie policies used in such portiens.

{7} 7o ottadn from the departwents and ageucias thelr reguire-
ments for erypto-equipmints and matoriels and to formlats, oy
conpiderotion by the Soexd, intsgrated prosrems for the rasearch,
development, profucticn snd procurement necassery 1o weet these
requivements and alequate to ensure the oontinuing seawdty of
Federal commmications.

{8) To review and coordinate the integrated crypiosacurity
resesrch and devalopment program snd o conduct research and
developoant nacegsary o support it.  Sudjeck 40 price saotifi-
mtion to and coordineticn with the Divector, M2A (in tho cese
of the Mildtery Devarimonts, spprovel by the Director, NSA),
dayartuents and agevcies may fnttiate sod pursue such ressarch

and development projects as may b3 neocessery 4o suppori thetr
COMSED activities.

{9) 7o producs cryptomaterisl necapsayy to mest the legitd-
mete requiremantg of the departmente axd agencies and o ensure
that there is sdemate capeoity to meat these raquivenents. Xn
» doing, the Divector, MSA, by mutual memaent vill amuthorive
the depariments a0l agenciee 10 engepre in the production of
arypionatertel providsd that such production 18 conductad in
sccordance with teshniaul eryptologie criteris prescribed by
the Divector, MEA, and further provided that the Ddrectar, XIA,
is kept informed of the production sceomplished.

{10} In meating operationsl requiremonts, to ensure the
necessary corpatibility and, and g0 far as practicable, the
standardiration of crypto-equipments and meterisl in oxder to
preeote & mexinm of efficiency snd economy in thefyr procurement,
operation, and maintenance. Determivation of tha azceptability
of an squiyment in mesting the oparafionsl racuirementa is a
regponsibility ¢f the deperimentx snd ageucies.

{11) To furnish services snd materials for the COMSEC yvogram
of the departzents and sgennies under mutuelly sgreeable CTisoal
axrangeEser s,
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{12) 7o conduct linteon on tachniesl OOMBEC and related matters
with the cxyptologlie avthorities & Porelg sations sud inter-
national organieations.

(23} mmmmmmmwmrwmo-
uee\wz tradndng sondusted by the departments and sgsncies.

2. Exeapt oo matters which have been voted oo hy the Joexd ad
subject to the dreation of the Se r o Detense {and in the
oase of the Wllitary Departments, the Jolnt Chiefs of Staff), the
DMrector, WA, shall dlacharge his rerpoosibilitien fn mmﬂam«
with his own geent.  In exaroleing $he suthority over COMEEC watters
granted in this Directive; the Divector, XSA, shalls

{1) Obtuin from the dspartaents sod sgencdes such informetion
a3 e my Tequire in perfoeming his functions, ss authorized in
this Directive o suy other divective subsequently Lesved.

{2} Act through the Separtment snd sgensy regressntatives
on the Bowrd or, hmmurwmmanm
- wumtedmmm, through $the & aithorized represanta-
tlves of the heads of suoh dspertaents and sgmcies.

{3} Arrenge with the authorived repressntative ef s depertment
or sgenay for vequired disizou with subordinate slements of that

fepartaent or sgency.

{4) Mefer violations of COMIEC instructions 4 the beed of
the depertuent or mma.farmchwumuwk
Sacmad MCRSSEAYY | it sppavpriate corrective setion is vot

{tsken, rafer Yhe m.mtwmm
3+ Blrestive to the Depariments and Agencles of the Jovernment
A+ ALl dupertmenis and sgencies of the Federal Governsent shails

{1) Orgenize and ccofuct their commmications security scbivi-
uaummnsmawwmmamam, the directives
of the Fresident, the yrovisions of this Direative, aod any other
diractives vhich may be fasxued by the Special Comsittes. Nothing
mm:mm“mm;mmmm&mum

sginddes of thely responsidilities for executing all messures
muim o assure the seourity and efficiency of their own
talsconmmications.

{2} Mot be required to dimclose to the Diyestor, NSA, the
Board, or any of its mtmnwwmmwwmmiax
ecmmnfoations concerning its astivitien, if, {o the opinfon of
 the hesd of the dapartment or agenay, the disclosure would de
scntrary %o the antional interest. Nothing in this Directive
ahisll be construed to glve the Bowxd or sy of $ts representatives
the right o Inspeact sny depexrtuent o sgensy without spproval

by the head thereof.

(3) Wring o the attention & the Board sl rules snd
regulations 1o coaflich with the provisions of this Directive.
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Special Terms Used i{n this Divective are Defined as Followes

&. mmmums - Ay trunsmiasion, smission or reception of
sgos and sounds o Intsiligence of any natwrs

sign, » wrdtdng, :
by wirve, m&a, visval, ox other slsotromegnetic system.

; ﬁthmmmnmmmm”e
Wnate&by o med. for officials of tho United States Covernment.
fpecifienlly exenpted from this definttion is that portion of the
eommnind catdons miﬂ.ues conducted by the Sentrsl Intelligence Agency
in agcordance with the authorities granted the Director o Centyal
Intelligence wdar 30D Jo. 5.

4. Oommmicetions Security - The protection resuiting from all
measuves degigned to deny to unmohorised persoms informetion ef value
which might e darived from the jossession mnd stidy of telecommmi~
oations, or L0 wisleed unauiborized persuns in thelir laterpretation
of the resulis of such » . Commmicationg ssourity includsss
{3) trenamission seaurity, {2) cryptosecuwrity, wnd (3) shysicel
pecurity of scammications seaurity seterisls aod infomsation.

- Transaission security is thet component

pwt&cb trm:sim frm unauthorized mt&capum, traftic nna.‘w;in,
and imitative deception.

- That couponent of commnications security
+ provision off technlcelly sound eryptosystems

snd theixr :proper use.

£ e neiple - The characteristics of the elements lnvolvad
in, and ml.i of operatiom, sotiom, or sctivity inherent

in & axwptosysm

Ceyptonystem (Cryptographic System) - The sssoclated items of
unfmtaﬁﬂﬂinhmmﬂnamitmmmm&aslm

means of encryption and decryption.

h. ter:ul. ALl materdisl, inclwling documents, devices
i ar eguipment or apparatus smployed in the encxyption or decryption
of telecommmications.

1. W - The crypto-spparatus, mechanisms, machines
or devices - encryption or decrypiion of telecommunications.

_,1. sical Seouriiy - That component of sequrdiy which results
from all zical wasgures necescary to safeguard dlassified equipment,
material and dociments from mocess thareto or cbsarvation thereof by
unsnihorized persons.
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